
ECOSYSTEM OF SPECIFIC
CYBERSECURITY SPECIALISTS  

Technology centers

Universities and
training centers

Associations

Forums such as
CSIRT and CERT

Administration and 
institutions

(regulations field)

MOST VALUED
KNOWLEDGE  

Strategy

Programming in 
several languages

Basic transversal 
knowledge and a
field of specialty

English

WHAT IS THE SECTOR
LOOKING FOR?

 
Experienced profiles to

lead projects and teams

Specialized junior profiles
for support tasks

Technical and strategic 
profiles to incorporate

the business vision

Reconverted profiles, 
through specialization

with an interest in
the field

SKILLS   

Continuous
updating

Flexibility and 
adaptation to a 

changing environment

Analytical ability

Teamwork

Communicating
with clients

MOST WANTED PROFILES  

Chief Information
Security Office (CISO) 

Pentesters  
Ethical hacker

Cybersecurity and cyber 
intelligence analysts

Systems administrator
Specialists in the implementation 

and management of
security products
Auditors and legal

compliance experts

DEFENDING
THE INTERNET
FORTRESS
 

CYBERSECURITY

Protecting computers, 
servers, mobile devices, 

electronic systems, 
networks and data from 

malicious attacks

Malware  
Malign software 

(viruses, Trojans...)

Phishing  
Identity theft 

Ransomware  
Malware which 

encrypts files and 
demands ransom 

Exploit  
Taking advantage 

of a security 
breach to access 

a device

SIM
Swapping  

Duplicating a 
SIM card to 
obtain data 

Clickjacking  
Tricking the user 
into clicking on 

hidden links

Sector open to 
engineering-based 

profiles and 
holders of 

certificated higher 
modules 

Rise of 
homeworking 

and cloud 
technologies

A sector
in which, in the 

future, companies 
will have to make 

investments 

Greater
demand for 

cybersecurity

IN SPAIN 

6 out of 10
COMPANIES SUFFERED

CYBER-ATTACKS IN 2020
 

IN THE WORLD 

569%
GROWTH OF MALICIOUS

DOMAINS BETWEEN FEBRUARY
AND MARCH 2020

DEMAND FOR
PROFESSIONALS

x 30
IN THE LAST

DECADE 

HIGH DEMAND: IT IS 
ESTIMATED THAT OVER 

2,000 
PROFESSIONALS

ARE NEEDED

IN CATALONIA 
THERE ARE 

356 COMPANIES 

6,100   PROFESSIONALS

IN THIS SECTOR 

THE
FIGURES

WHAT IS 
NEEDED

Vocation
for problem 
solving and 
challenges

A profession which 
poses puzzles and 

riddles

Female 
talent 

wanted

EDUCATION

University 
degrees

Certifications  

Certified Information
Systems Security Professional 

Certified Ethical Hacker 

CompTIA Security+ 
Certified Information

Systems Auditor 
Certified Information

Security Manager
... 

Module
(CFGS)

Administration of IT 
System Networks, 

professional profile
Cybersecurity

Master's 
degrees in 

Cybersecurity 
and Privacy

Linked-In and 
social media

Active, knowledge- 
generating profile

Hackatons

Opportunity to 
meet and test the 

skills + talent 
recruitment of 

companies

Short 
training 
courses

Wide offer

Technological 
Development 

Centers

Presence in Catalonia

Sector 
forums and 

meetups 
Expand your 
network of 

contacts

ACCESS TO 
OPPORTUNITIES

Cybersecurity 
in all fields, not 

just large 
companies

FUTURE 
TRENDS

Artificial 
intelligence

 (in 5 years, new 
revolution)

Physical
data centers
in the cloud

Boom
in online
shopping

Investment
in IoT

technologies

Industrial 
Security

In 5 years, 600 
times more 
confidential 

information in 
the cloud 

5G bringing new 
connections and 

more attack 
surface

AI will make 
attacks faster 

and more difficult 
to identify

CHALLENGES

A future with 
overpopulated 

integrated 
systems

(IoT)  

Need to 
automate 

cybersecurity

Growing
sector

Cybersecurity 
specialist, the 5th 

emerging profession in 
2020 (Linked-In 

ranking)

LINK UPSO
NOW

WHAT?
CLICK
HERE

https://treball.barcelonactiva.cat/porta22/en/sector/pagina51497/itc.do
https://www.facebook.com/barcelonactiva/
https://twitter.com/barcelonactiva?lang=en
https://www.linkedin.com/company/barcelona-activa/
https://www.youtube.com/user/videosbarcelonactiva



